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Abstract— Positioning techniques based on non-terrestrial networks (NTNs), such as the global navigation satellite system
(GNSS) and low earth orbit (LEO) satellites, have become essential components in a variety of applications. However, GNSS
signals are known for their properties, making them vulnerable to malicious spoofing attacks [1,2]. To address this important
security vulnerability, an algorithm is proposed that leverages direction of arrival (DOA) estimation in multi-antenna arrays [3-
6]. In this paper, we mathematically approximate the performance of spoofing detection techniques based on DOA estimation
proposed in [6]. The proposed technique leverages the spatial diversity of received signals for authentication. The core algorithm
is designed to work robustly even in challenging environments where real satellite signals and fake spoofing signals coexist.
The discrimination mechanism relies on identifying significant disparities between their estimated DOA. While the efficacy
and robustness of this technique have been validated through comprehensive simulations, demonstrating excellent empirical
performance, a rigorous theoretical analysis of its performance bounds remains an unaddressed area.

This work aims to provide a more accurate mathematical performance analysis. We note that previous analyses based on the
Cramér-Rao lower bound (CRLB) were primarily confined to single-signal scenarios, exhibiting deviations from simulation
results under low SNR conditions. To address these limitations, we derive detection and false-alarm probabilities using Q-
function approximation based on the variance of DOA estimates and verify our analytical model for simulation results.
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Figure 1. Performance analysis and comparison of simulation results using the Q function
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